
Data history – an explosive topic

Controlling and managing modern processes with computer
based systems not only offers enormous information possibili-
ties and more efficiency, it also produces an ever growing
amount of data that requires ever more elaborate systems for
capturing and archiving this information.  Conditions regarding
archiving, administrating and authentifying electronic data
records have been laid down by the American health authority,
the FDA (Food and Drug Administration), in the Code of Federal
Regulations governing electronic records and electronic signa-
tures (21 CFR Part 11). For this reason there is now an increased
need to guarantee regulatory compliance.  This is essential for
Life Science companies who have GxP-compliant production
environments.

To underline the importance of a process history
(audit trail) here is an extract of a warning letter
that the FDA sent to one company:

“Electronic records and electronic signatures
may be used to meet record and signature
requirements of 21 CFR Parts 210 and 211
when part 11 requirements are met.  Our
inspection disclosed numerous and significant
deviations from part 11.  Examples include: The
system does not generate an audit trail, and
there is no way to determine if values have
been changed on batch production records.
This is important because an audit trail can be
the only evidence that an electronic record has
been altered.”

Stop anonymous and unclear Changes

In small companies it is usually not a problem to find out 
subsequently who carried out what data changes.  However this
is not the case in medium-sized and large organizations: here
the manufacturing processes are often so complex that in many
cases it cannot be proven who carried out which changes or
what the original entries or data were. Here is where GUS-OS
Audit Trail can help with the documentation of the process
history.  

This product offer users a modern, ergonomic desktop and is
based on Java technology suitable for SMBs.

GUS-OS Audit Trail - Clarity for all Changes

The control center gives clarity and direct handling options: create or display an Audit

Trail – with one click.

GUS-OS Audit Trail



Audit Trail provides a complete reconstruction of all changes to
electronic records.  The history covers data entry, modifications
and deletions.  GUS-OS Audit Trail therefore ensures the safety,
integrity, reliability and completeness of stored data.  And these
features of electronically stored data are just what the authori-
ties are now insisting on when paper processes are replaced with
computerized systems.

The electronic signature for documenting process histories — as
required by the FDA — is also part of GUS-OS Audit Trail.  It is
bound into the underlying architecture.  With electronic signa-
ture you can reliably determine the author of any piece of infor-
mation. In addition, the "qualified" electronic signature
documents that the data is identical to the original content.

The documentation of process histories from GUS-OS Audit Trail
covers:

Storing all changes in a log book with identification of 
table and field
The classification of changes (update, insert, delete)
Classifying the dates and times of changes (timestamp)
Recording the login data of the user who carried out the 
modification* 

Storing the primary key of the table for unambiguous 
identification of the data record
Recording the before and after values
Facilitating correction runs
Carrying out selective inspections

Selective Storing

The Audit Trail from the GUS Group software allows the person
in charge of the system – e.g. the quality management agent –
the freedom to choose between recording at the table level (e.g.
item master or lot master) or at field level (item number or
status). This clear definition of the recording criteria allows on
one hand the regulatory compliance relating to FDA or GMP
requirements and on the other hand it limits the volume of
storage required as only required changes, as opposed to all
changes, are recorded. This is cost saving documentation accor-
ding to the motto: “As much as necessary, as little as possible.”

User-Orientation Summaries

Users, who work daily with GUS-OS Audit Trail,
profit from the ergonomic user concept that is a
feature of all the products in the GUS-OS solutions
family.  The control center Audit Trail gives a clear
summary over all tables and with one click you have
direct access to all data with both before and after
values.  It is also just as simple to create an audit
trail: One click and off you go.  You can choose
between table level or field level display for any
documentation.

With GUS-OS Audit Trail your data gets a history –
which is checkable.

Replay changes step by step – the clear presentation makes it easy

05
09

 e
4.

02
5 

G
U

S-
O

S 
Au

di
t 

Tr
ai

l

GUS-OS Audit Trail

* In certain circumstances it is instead documented in the field "last change user"

Traceability in Detail


